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In this day and age of Al-based tech such
as deepfake—one can easily produce or
alter video content realistically—seeing
should not necessarily be believing

OR THE LAST couple of years,
India has been waging a silent
battle against a growing epi-
demic of fake content that's
being used to manipulate and
deceive people. The problem is real and
has serious repercussions as thereis a
tendency to amplify or act on the infor-
mation that we have received, especially
from sources that may be trusted by mil-
lions from all over the country. The con-
tent may look and sound real, and
because it is trending on a global plat-
form, authenticity verification is the last
thing on anyone’s mind.

Many of these fake videos are made
with Al applications. Deepfake, for
instance, is an Al-based technology
through which one can produce or alter
video content realistically. Through cer-
tain Al tools, one can morph or distort
images, or create a scene or a dialogue
that never happened. The list is endless.
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Once an audio training model has been
created,a simple text-to-speech software
can help generate fake material.
Deepfakes provide means to imper-
sonatea person or a group of people, lead -
ing to phishing, scams, frauds or espi-

used tocall senior financial executives for
urgent money transfers, resulting in a
loss amounting to millions of pounds.
When such techniques are alreadyin use,
the pmbebiluyo( the amd: l.mding at
one’sd
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geted. For instance, women have had
their faces morphed on pornographic
content, which were then uploaded on

much-—reputation, profits, market valu-
ation and customer loyalty. It isessential
that companies invest in preparing their

making these statements before the
opening of the stock market and the
resultant economic loss to the company
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online theft are some ways the Al-pow-
ered tech can be used wrongly. It would
be best if one practised caution before
sharingimportant information after see-
ing video evidence because it could be a
deepfake. It is also quite feasible that
some individuals may claim real videos
of themselves as being fakes, trying to
give the powers that be the run around.
I'sdifficult forinvestigation agencies
and the judidiary tograpple with the myr-
fad issues arising out of deepfakes. Glob-
ally, research institutes and tech compa-
nies are conducting research to create
programs that can red flag fake videos,
pictures and audio clips. Several fact-
checking and content-validation tools
have been successful in this regard, but
only to an extent. Forensic analysis tech-
niques, rules of evidence and appropriate
legislative tools would need to be exam-
ined afreshin light of this growing threat.
We nced tocreatea publkawamu-u
about such digitall
lated content. The gencﬂl populmon
should also be made aware and educated
on the downsides of falling prey to fake
content through mass awareness cam-
paigns by the government. Indian tech
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Another scenario where such tools | identifyand tag the disinf business rivals, where the repercussions govvmmenl industry and academia to

can cause damage to individuals and A s«udty firm has already luucd a could be extremely dangerous. Industry ~  find effective solutions to this menace is

businesses alike are deepfake audios. | warningofcyb gethertofindasolution imperative, and would go a long way in

These audio fakes can be created by = audios have been used in the contextof | to lhlsemergmgM-based threat. making India a more cyber-aware and

accessing publicly-available audio con-
tentand training the system in the voice
modulations of particular individuals.

financial fraud on companies. At least
three such incidents have been reported
where the voice of the company CEO was

akes can also be used in crimes
against individuals—identity theft,
blackmail through altered video/image,

secure country. Till such time India iswell
prepared to tackle this threat, secing
should not necessarily be believing.



